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PREEMPTIVE, PROACTIVE PROTECTION

NACwall 2G Appliances Datasheet

Second Generation Network Access Control (2G NAC) Appliances:

The NetClarity NACwall 2G Appliances deliver the ABC’s of Network Security for Intrusion
Defense and Regulatory Compliance — Alerting, Blocking and Correcting internal security
threats, vulnerabilities and network access without being inline, without any agents, without any
forklift upgrades. NACwalls combine agent-less RSA SecurelD and Active Directory
authentication with control, detection, quarantine and blocking of untrusted assets and
unmanageable network equipment such as BlackBerry, iPhone, VolP phones, Wireless
Routers, Barcode Scanners and other devices. NACwalls do this with dynamic agent-less VLAN
provisioning using 802.1q NOT 802.1x.

The NACwall 2G Appliances Family: Scalable to fit within any budget and
network topology — no forklift upgrades. Keep what you have.

NACwall appliances are designed to save you money — why buy 80 appliances to manage 80
VLANs when our NACwall Enterprise 250 can do it all — in one box! You don’t have to make
any network infrastructure changes — these appliances will protect everything from your wireless
infrastructure to your voice over ip (VolP) networks.

Hardware Specifications

All NACwall 2G Appliances are 1U Rack-able hardware running the EasyNAC® software
technology on hardened Linux operating systems. These devices comply with US FCC part 15,
Canadian ICES-003 (NMB-003 du Canada), CE and VCCI Class A and is ROHS certified.

AC input voltage: 100 - 240 VAC (auto-range) Hz: 50/60 Rated input current: 4A Max.

Model Name: Part Number:

NACwall Branch NC-NW-NBR-STD-2G-2011

NACwall Branch Pro NC-NW-NBR-PRO-2G-2011

NACwall Enterprise 10 NC-NW-ENT-010-2G-2011

NACwall Enterprise 100 NC-NW-ENT-100-2G-2011 Ef&hms
NACwall Enterprise 250 NC-NW-ENT-250-2G-2011 CUSTOMER TRUST

Software Updates e ok %k ok
All 2G NACwall appliances are sold with a bundled firmware updates and EasyNAC®
Cloud-based risk, threat, vulnerability and asset signatures updates, which is prepaid annually.

Warranty
NetClarity provides a standard one-year warranty on all NACwall 2G hardware appliances.

For More Information
To learn more about NetClarity NACwall Appliances, please visit your local, trusted, certified
NACwall reseller or distribution partner, or visit us online at http://www.netclarity.net



http://www.netclarity.net/

Key Features

Branch Branch Pro Enterprise 10 Enterprise 100 Enterprise 250
Form Factor | 1urack mount | 1urack mount 1u rack mount 1u rack mount 1u rack mount
Setup Time 15 minutes 30 minutes under an hour 1-2 hours 2-4 hours
Agent-less Active
Directory (AD) Support NO YES YES YES YES
Agent-less NAC YES YES YES YES YES
Agent-less CVE® Audits NO YES YES YES YES
Agent-less Malware
Blocking NO YES YES YES YES
Auto Device Discovery YES YES YES YES YES
Inventory Alerting YES YES YES YES YES
MAC Spoof Detection YES YES YES YES YES
MAC & IP Spoof Block YES YES YES YES YES
Multiple User Logins YES YES YES YES YES
Workflow Engine NO YES YES YES YES
ISO 27001 Policy Tools NO NO YES YES YES
Compliance Reports NO YES YES YES YES
Command Center NO NO YES YES YES
Controllable Units N/A N/A up to 10 remote | up to 100 remote | Up to 250 remote
Manageable YES YES YES YES YES
*Protected Nodes 250 500 1000 1500 2000
802.1g Tagged VLANs 10 VLANs 20 VLANs 40 VLANs 60 VLANs 80 VLANSs
Storage for Logs 250 GB 250 GB 500 GB 500 GB 1000 GB (1 TB)
Ethernet Ports 2 2 4 6 8

Now available worldwide through OEM and distribution channel partners.
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Made in the USA

The Only Second Generation (2G) NAC Solution in the World.

Part Number: NW-DS-2G-02-2011

Copyright © 2011, NetClarity, Inc. All rights reserved worldwide. RSA Secured® is a registered trademark of RSA, the Security
Division of EMC. CVE® is a registered trademark of The MITRE Corporation*. 2G NAC®, NACwall® and the EasyNAC®
technology are registered trademarks of NetClarity, Inc. All other trademarks are the property of their respective owners.




