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Kaspersky Endpoint Security 8 for 
Smartphone protects confidential 
data on corporate mobile devices 
from loss, theft, unauthorized 
access and mobile malware.

Smartphones are small and that makes them easy to lose or steal. 
Many mobile devices are left on tables in restaurants and cafes, in 
taxis and on aircraft, or are stolen from busy places. Each of these 
devices may store sensitive corporate emails, customer contact details 
and financial reports and analyses, as well as personal data like mobile 
banking details and more.
Mobile devices are often not protected from mobile malware as this 
threat is not as well publicized as PC malware, and is thus frequently 
ignored. This can be dangerous as malware exists for every major 
smartphone platform. It can easily infect a user’s device and start 
secretly sending SMSs to premium rate numbers, thus stealing money 
from the user’s mobile account, while other programs are designed to 
secretly collect user details for the purposes of fraud.

The risks associated with leaving corporate smartphones unprotected include:
	 •	 Corporate data leakage if the smartphone is lost or stolen 
	 •	 Corporate data misuse in the event of unauthorized 

smartphone access
	 •	 Mobile malware and fraudulent software attacks

Kaspersky Endpoint Security 8 for Smartphone is designed to fully 
close these loopholes. It can remotely connect to a device and protect 
it if it is lost or stolen, securing it against malicious and fraudulent 
software and encrypting the valuable data on it.
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ABOUT KASPERSKY LAB 

Kaspersky Lab is the world’s largest 
privately-owned Internet security company.  
Our products provide complete protection for 
home users, mobile users, small-to-medium 
sized businesses and large enterprises 
against all forms of IT threats such as viruses, 
spyware, hacking and spam. Our solutions 
currently protect more than 250  million 
systems around the globe. Kaspersky Lab 
technology is also incorporated inside the 
products and services of approximately 
100 of the industry’s leading IT, networking, 
communications and applications vendors. 

ADVANTAGES

•	 Award-winning anti-theft, encryption 
and antivirus protection

•	 Easy over-the-air deployment using 
native or third-party mobile device 
management systems

•	 Advanced settings and restrictions 
management – via Kaspersky 
Administration Kit, Sybase Afaria or 
Microsoft® System Center Mobile 
Device Manager

•	 Most popular smartphones are 
supported – Nokia, BlackBerry and

	 Windows Mobile® devices

Today, a lot of companies need their employees to be online not only in the office but also on the move, 
and that usually means via a corporate smartphone. Calls, messaging, email, access to corporate network 
resources and the Internet – smartphones provide complete pocket-sized connectivity. Huge amounts of 
valuable, business-related information may be stored and processed on a mobile device, and this means 
that smartphones make attractive targets for criminals, leading to corporate data leakage, unauthorized 
access and malware infection.

GPS Find SIM ControlRemote Lock & Wipe

Anti-Spam for Calls & SMSsAnti-Virus + Firewall Encryption

Centralized Deployment 
and Management



System requirements
Smartphones Supported
•	 Symbian S60 9.1 - 9.4 (Nokia only)
•	 Windows Mobile® 5.0 - 6.5
•	 BlackBerry 4.5 - 5.0

Management Platforms
•	 Kaspersky Administration Kit 	
	 (version 8.0.2121 or higher)
•	 Microsoft® System Center 	
	 Mobile Device Manager 2008 SP1
•	 Sybase Afaria 6.5

To learn more visit: 	
www.kaspersky.com/business	
www.kaspersky.com/store

Kaspersky Endpoint Security 8 for Smartphone 
can be purchased as part of the Kaspersky Open 
Space Security product line. To help you choose 
the most suitable product we recommend that you 
consult a Sales Manager with one of Kaspersky 
Lab’s partners. The list of Kaspersky Lab partners is 
available at: www.kaspersky.com/buyoffline

How does Kaspersky Endpoint Security 8  
for Smartphone help to secure mobile users?

	 •	 Anti-Theft. Remote smartphone lock, wipe and GPS tracking – 
in the event that the device is lost or stolen

	 •	 SIM-Watch. Even if the thief changes the SIM card – all the 
remote functionality remains intact and the new phone number 
is sent to the real owner

	 •	 Encryption. Files, folders and memory cards can be encrypted 
and access to them can be password-protected

	 •	 Anti-Virus. Real-time protection, on-demand and scheduled 
scans, automatic over-the-air antivirus database updates

	 •	 Anti-Spam for Calls & SMSs. Unwanted calls and messages can 
easily be filtered out

	 •	 Privacy Protection for hiding communication histories with particular 
contacts, including contact book entries, call logs and SMSs

Deployment
Kaspersky Endpoint Security 8 for Smartphone can be smoothly 
rolled out to multiple devices – remotely and over-the-air. Installation 
is 100% seamless, without user involvement or disturbance 
The product can be deployed and managed using…
	 •	 Microsoft® System Center Mobile Device Manager
	 •	 Sybase Afaria
	 •	 Kaspersky Administration Kit

Management
With Kaspersky Endpoint Security 8 for Smartphone, IT departments 
have full control over remote product installation. IT staff can define 
which features are enabled or disabled, which settings end-users 
may configure and which they may not, set the download schedule for 
antivirus updates, etc. Different policies can be applied to different 
groups of users. Policies are seamlessly synchronized over-the-air.
Administrators can configure:
	 •	 Anti-Virus: which types of files to check and which not to, 

actions on malware detection (delete, quarantine, log or ask 
the user) and the setting of antivirus update schedules

	 •	 Anti-Theft: which Anti-Theft components are enabled or 
disabled (Block, Data Wipe, GPS Find, SIM-Watch), which 
emails and numbers are used for notifications if a problem 
arises, as well as the detailed settings of each component

	 •	 Encryption: which folders should be encrypted
	 •	 Whether Anti-Spam for Calls, SMSs and Privacy Protection 

is enabled or disabled, as these features are more for user 
convenience than for corporate security needs

	 •	 How often the product should synchronize with the  
management server

For all the above settings, IT staff can prohibit or allow users to change 
the configuration set by a security policy.
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